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“ SecurityAuditor: ‘Eva XDriver epyal&eio npooavatoAlopévo otnv aodpaAeLa yLa tnv
afloAoynon twv Security Header Policies”

NepiAnyn

H aoddlela twv LotooeAibwv €lval €vag OnUOVTIKOG TIAPAYOVTAC Ylo L0 OWOTH
Aewtoupyikny otooeAiba. Ol MPOYPOUUATIOTEG TwV LoTooeAidwV pmopolv va oploouv
TIOALTIKEG aopaAeiag o QUTEC Ue okomo va amotpéPouv Slddopeg emBEcELl TOU
UIopoUV va amofolv polpaieg yla tn AELTOUPYLIKOTNTA TOUG. QOTOCO, UTIAPXOUV TTIOAAEC
TIEPLITTWOELG OTIOU UTTOPOUV VA UTIAPXOUV E0DAAUEVEC SLATUTIWOELS KATA TNV edapuoyn
OUTWV TWV TIOALTIKWYV, OL OTIOLEG UmopoUV va alomotnBouv amnod toug emtiBéuevous. Auto
umopel va odnynoeL o€ eMIBECELC OTIG LOTOOEAIOEC e OKOTO aKoOun kot tn Stappon
WOLWTIKWV 6ES80UEVWV TWV XPNOTWV.

To Selenium eival éva mpdypappa auToOpaTNG TEpLynong wotooeAibwy. Mmnopel va
HLUNOEl evépyeleg xpnoTwy KOBWE auTto Umopel va eAEyEEL Eva TTPOYPAUUA TIEPLAYNONG
HEow twv WebDrivers. OL AelToupyleg TWV XPNOTWV UIMOPOUV VA EKTEAECTOUV OO QUTA
TOL CUCTAMOTA, TIPOKELEVOU VA CUYKEVTPWOOUV TIANPOdOPLEC OXETIKA LIE TIG AELTOUPYIES


https://zoom.us/j/93461466895

Twv otoceAibwy. Qotdco, umdapxouv TOAAA TpOBARUATA TIOU HUIOPOUV  va
SnuoupynBouv KATA TNV EKTEAECN QUTWV TWV EVEPYELWV. AuTd Ta poBARuaTa propet
va odnynoouv og amotuyia tng gpyaciag. Na autov tov Adyo, UTIAPXEL TO cUOTNUA
XDriver mou givat éva GANO GUOTN O AUTOUATLONOU TIPOYPAUUATOC TTEPLRYNONG. MepLEXEL
HUNXAVIOUOUG TIoU TIPOohEPOUV AUCELG, OTAV MLOL EPyOCia AMOTUYXAVEL LLE OKOTO TNV
ETUTUXNG OAOKANPWONG Touc. Mpoodépel, emiong, Aettoupyleg Tou cuoThpatog Selenium
TIOU HELWVOUV TNV TIOAUTTAOKOTNTA TOU KWELKA, KABWE QUTEG EKTEAOUV TLG EVEPYELEG TOU
Selenium cuotrparog.

Y& aUTA TNV Epyacia uAomolBnke To epyaAeio SecurityAuditor. Auto To epyaleio ival
HEpOC Tou XDriver oUCTAUOTOC KOL XPNOLUOTIOINCE AELTOUPYIEG TOU, PE OKOMO TNV
afloAdynon Twv MOALTIKWY acdaleiog. AUTEC OL TIOALTIKEG UITOPOoUV va EGOPHOCTOUV Ao
TOUG TIPOYPAUUATIOTEG TWV LOTOOEAISWV. Evtomile, emiong, €0pOAUEVEC OUVTOKTIKA
SLOTUTTWOELG TWV TTOALTLKWY TIOU UIMOPOUCAV VA LELWCOUV TNV 0.0 AAELQ TOU LOTOTOTIOU.
XpNOLOTOLWVTAC QUTO TO EPYAAELD, TIPAYUATOTOLNONKE pLot LEYAANG KALMOKOG LEAETN
yla tnv afloAdynorn tou. Emiong, péoa and auth tTnv HEAETN PeUVABONKE, EAV AUTEC OL
TIOATIKEG  edapuolovtav owotd amd TOUC TIPOYPAUHOTIOTEG TWV LOTOOEAISWV.
MapatnpriBbnke OTL OL TEPLOCOTEPOL LOTOTOTOL SEV £iXaV UAOTIOLNOEL TIG TIOALTLKEG, EVW
KATIOLEG ATIO OUTEC EVIOTIOTNKOV HE OUVTOKTIKA AAON | UE YVWOTEC €0PAAUEVEC
SLopoPPWOELG TWV TIOALTIKWY. AUTEC OL TTIEPLTTTWOELG UTTOPOUCAV VA
HLELWOOUV TNV A0PAAELQ TWV LOTOTOTIWV.

H oUykplon twv cuotnuatwyv XDriver kat Selenium Atav pLo eMUTAEéoV HEAETN TTOU
€ylve og autn TNV gpyaocia. Ale€nxOn yia tnv afloAdynon tTwv PNXOVIOUWY XELPLOUOU
odbaALATWY TOU MEPLEXEL TO cuoTnua XDriver. Autr n aloAdynon mpayuatonotnonke pe
TNV TAUTOXPOVN €EKTEAECN €pyaclwv o€ €vav cUVoAo amod LotooeAideg kal ota Suo
TIPONYOUEVO CUCTHLATA. ZUUTIEPACUATIKA, TO cUotnpa XDriver €dwoe AUOELG o€ TTOAAQ
npoPAnuata tou Selenium cuotiuatog.
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“SecurityAuditor: A XDriver Security Oriented Module for the evaluation of Security
Header Policies”

Abstract

Website security is an important factor for a properly functional site. The developers
can set Security Header policies in order to prevent various attacks that can be fatal to
the functionality of the websites. However, there are many policies' misconfigurations
which can be exploited by the attackers. These attacks can even lead to the users' private
data leaking.

The Selenium is a browser automation framework. It emulates a user website task as it
can control the web browsers through WebDrivers. The user's functionalities can be
executed by this framework in order to gather information about the websites'
functionalities. However, there are many problems which can be created by this
framework during the execution of users' tasks. These problems may lead to a task's
failure. For this reason there is another browser automation toolset named XDriver
framework. It contains mechanisms, which offer solutions for task's failures in order to
finish it successfully. It also offers Selenium functionalities to reduce the code complexity
as it was built on the top of the Selenium framework.

In this master thesis the SecurityAuditor module was developed. This is an XDriver
module that used XDriver functionalities in order to evaluate the Security Header Policies.
These policies could be implemented by the websites' developers. It also detected
policies' misconfigurations which could reduce the security of the website. Using this
module, a large-scale study was conducted in order to evaluate it as well as to investigate
if these policies were implemented correctly by the websites' developers. It was observed
that most of the domains did not implement these policies and some of the policies were
detected with syntax errors or known vulnerabilities (misconfigurations). Therefore, the
websites' safety could be reduced.

The comparison of the XDriver with the Selenium framework was another study which
was conducted in this thesis. The XDriver error handling mechanisms were evaluated,
executing browser users' tasks in a number of domains for both of these frameworks. It
was concluded that the XDriver solved many Selenium exceptions.



